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TPEBOBAHHA
no obecneeHnio HE3ONACHOCTH NEPCOHATBHBIX TAHHBIX
npu ux 00padoTke B HHGOPMANHOHHOH CHCTEME NEPCOHAILHBIX TAHHBIX

«byxraarepus u Kaapbm
I'BY3 TO «Ob Ne 4» (r. Himmm)

1. Obmie noao#enns

1.1 JHauupie TpeGosanus no ofecneveHuio Ge30MACHOCTH NEPCOHAIBHBIX JIAHHBIX
npu ux o0pabotke B MHOOPMALHOHHON CHCTEME NEPCOHANBHBIX NaHHBIX «Byxranrepus u
kanpei» ['BY3 TO «Ob Ne 4» (r. Momm) (panee — MCIL/In) paspaGoranel Ha OCHOBaHHH
npukaza @CTOK Poccun ot 18 deppans 2013 r. Ne 21 «O06 yreepmaennn Cocrasa u
COMCPKAHHA OPraHM3allMOHHBIX W TEXHHHECKMX wmep no  olecnevennio  He30NacHOCTH
NEPCOHANBHBIX JaHHBIX NpH uX obpaforke B HHDOPMALMOHHLIX CHCTEMAX NEPCOHANBHBIX
JaHHBIX®», 4HacTHOH Mogenu yrpos OesonacHoctH [1[lg npu ux obpaborke 8 HCILle wu
«Tunoeerx Tpebopanuii no oprasuzamuu ¥ odecneveHHIo QYHKIMOHHPOBAHUS MU POBAILHBIX
(kpunTorpaduueckux) cpeicTB, NpeaHasHAYCHHBIX U1 3alMTE HHopMaLHl, He colepxalleii
CBEJIEHHH, COCTaBIfIOMIMX TIOCYJApCTBEHHYIO Tafiny B cCiydae HX HCHOAL30BAHHA 171
oDecnedeHHs Oe30MACHOCTH MEPCOHANBHEIX JaHHBIX NpH uX 00paboTke B MHPOPMALHMOHHEIX
CHCTEMAX NEPCOHANBLHBIX JAHHBIX», YTBepH#IeHHBIX pykoBoacTeoM 8 Ilentpa @Ch Poccun 21
tespana 2008 roga Ne149/6/6-622 w wactroil moxenn yrpos MCIT]x.

1.2 TpeGosanusa onpemeisioT COBOKYIHOCTh OPraHH3AUHOHHBEIX W TEXHHYECKHX
MEPONPHATHH, HeoOxoauMbIX s o0ecreueHHs  3aaHHOTO  YPOBHA  De30MacHOCTH
MepCoHANBHLIX TaHHBIX npH HX obpadorke 8 UCIL/Ie «byxrantepua u kampei» I'bY3 TO «Ob
Ne 4y (r, Himm).



2. Opraﬂu:sauuormble MEpPONPUATHS 11O o0ecnevyeHnIo 0e30MacHOCTH MEPCOHATBHBIX
JAHHbIX

2.1  3apatorcs TpeOOBaHUS I0: OXpaHE IOMEUICHUM, [OMYCKY JIMI, BBIOOpY
TEXHUYECKUX CPEICTB, HX pACIOJOXKEHHI0O B TOMeHIeHusX. Kpome Toro, 3amarorcs
JOTIOJTHUTEIIbHBIE TPEeOOBaHUS MO OOECIEYCHNI0 KOH(PHUICHINUATBHOCTH, LEIOCTHOCTH H
JOCTYITHOCTH IEPCOHANIbHBIX AaHHbIX (Hanee — [1/1H).

2.2 K uymcny mep, HEOOXOAMMBIX M JIOCTATOYHBIX I OOECIEUEHUS! BBIMOJIHEHUS

00s13aHHOCTEN oIepaTopa MOTYT OTHOCUTbHCS:

2.2.1 Ha3naueHue omnepaTopoM OTBETCTBEHHOIO 3a OpraHu3aluio 00paboTKu
MIEPCOHAIbHBIX JJAHHBIX;

2.2.2 W3paHume omepaTopoM, SBISIIOIIMMCS IOPUAUYECKMM JIMIOM, JOKYMEHTOB,
ONPEENAIONUX TOJUTUKY OllepaTopa B OTHOIIEHMH OOpabOTKH NEepCOHAIbHBIX
JAHHBIX, JIOKAJBHBIX AKTOB IO BONpocaM OOpaOOTKU IMEPCOHAJIbHBIX JAHHBIX, a
TaK)K€ JIOKAIbHBIX AaKTOB, YCTAHABJIMBAIOIIMX MPOLEAYPhl, HANpaBICHHbIE Ha
IIPEAOTBPALIEHHE W BBIABICHHE HApYyUIEHUM 3aKOHOJATelbcTBa Poccuiickoit
®denepanyn, yCTpaHEHHE OCIEACTBUI TaKUX HAPYILIECHUI;

2.2.3 OcymiecTBIeHUE BHYTPEHHETO KOHTpoJsi M (WiIM) ayauTa COOTBETCTBUS
00paboOTKM MepcoHaNbHBIX JaHHBIX DenepanbHOMy 3akoHY «O mEpCOHANbHbIX
JAHHBIX» W HPHUHATHIM B COOTBETCTBUM C HMM HOPMATHBHBIM IIPABOBBIM aKTam,
TpeOOBaHUSAM K 3alllUTE NIEPCOHATIbHBIX JAHHBIX, MIOJUTHKE ONEpaTOpa B OTHOIIECHUU
00paboOTKU NEPCOHAIBHBIX JAaHHBIX, JIOKAJIBHBIM aKTaM OIepaTopa;

2.2.4 OueHka Bpela, KOTOPbIA MOXKET OBbITh MPUYMHEH CYOBEKTaM IE€PCOHAIBHBIX
JaHHBIX B Cllydyae HapylleHus QenepanbHoro 3akona ot 27.07.2006 N 152-®3 (B
pen. ®enepanpHbix 3ak0HOB OT 25.11.2009 N 266-D3, ot 27.12.2009 N 363-D3, ot
28.06.2010 N 123-®3, ot 27.07.2010 N 204-®3, ot 27.07.2010 N 227-®3, ot
29.11.2010 N 313-®3 ot 23.12.2010 N 359-®3, ot 04.06.2011 N 123-®3, ot
25.07.2011 N 261-®3) «O mnepcoHaNbHBIX JTAaHHBIX», COOTHOIIEHHUE YKAa3aHHOTO
Bpela U TIPUHUMAEMbIX OIEPaTOPOM Mep, HaIpaBICHHbIX Ha oOecreyeHue
BBINIOJIHEHUSI  OOS3aHHOCTEH, MpPenyCMOTPEHHbIX (eaepaabHbIM 3aKOHOM  OT
27.07.2006 N 152-®3 (B pen. enepanbpabix 3akoHOB OT 25.11.2009 N 266-D3, ot
27.12.2009 N 363-®3, ot 28.06.2010 N 123-®3, ot 27.07.2010 N 204-®3, ot
27.07.2010 N 227-®3, ot 29.11.2010 N 313-®3 ot 23.12.2010 N 359-®3, ot
04.06.2011 N 123-®3, ot 25.07.2011 N 261-D3) «O nepcoHalbHbIX JaHHBIX);

2.2.5 O3nakomiieHHe pabOTHHKOB OIEpPaTOpa, HEMOCPEACTBEHHO OCYIIECTBISIONINX
00paboOTKy MEPCOHATBHBIX JAaHHBIX, C TIOJIOKEHUSIMHU 3aKOHOAaTeIbcTBA Poccuiickoit
@denepalli O TMEPCOHAIBHBIX JIAHHBIX, B TOM YHCJIE€ TPEeOOBAHHUAMM K 3aIlIUTE
MEPCOHAIBHBIX JaHHBIX, JOKYMEHTaMH, OIpPEICISIONIMMH IOJUTHUKY Olleparopa B
OTHOIIEHUH 00pabOTKU NMEPCOHAIbHBIX JaHHBIX, JOKAIbHBIMU aKTaMH 110 BOIPOCAM
00paboTKU NEPCOHAIBHBIX JaHHBIX, U (WJIK) 00ydeHHe YKa3aHHbIX paOOTHUKOB.

2.2.6 Ormpexnenenue yrpo3 0€30MaCHOCTU MEPCOHAIBHBIX AAHHBIX MPU UX 00paboTKe B
MH(OPMALIMOHHBIX CHUCTEMaX MEPCOHAIbHBIX TAHHBIX.

2.2.7 TlpumeHeHHE OpraHU3allMOHHBIX W TEXHMYECKUX Mep IO 00ecrneyeHuro
0€30MacCHOCTH MEpPCOHATBHBIX JAHHBIX NPU UX 00paboTke B MHPOPMAIMOHHBIX



CUCTeMaxX NEePCOHAIbHBIX JIAHHBIX, HEOOXOAUMBIX JUIsl BBIMOJIHEHUS TPeOOBAaHUN K
3alUTe  TEPCOHAJIbHBIX  JAHHBIX, HUCIOJHEHHE  KOTOPbIX  0OecreyruBaeT
ycraHoBieHHbIe [IpaButensctBoM Poccuiickoit denepanuy ypoBHHU 3allMILEHHOCTH
MEPCOHAIbHBIX JTaHHBIX.

2.2.8 IlpuMeHeHHME MNPOLIEAINX B YCTAHOBJICHHOM IMOPSAKE IPOLENYPY OLEHKH
COOTBETCTBUS CPEJICTB 3aLIUTHl HHPOPMALUK.

2.2.9 Ouenka 3(pPEeKTUBHOCTH MPUHUMAEMBIX MEp IO OOECHEYCHHI0 O€30TaCHOCTH
MEPCOHAIBHBIX JAaHHBIX 70 BBOJA B JKCIUIyaTalUI0 MH(POPMAIMOHHON CHCTEMBI
MEPCOHAIbHBIX JTaHHBIX.

2.2.10 Y4eT MalIMHHBIX HOCUTEJIEH EPCOHATBHBIX TAHHBIX.

2.2.11 OOHapyxeHue (HakTOB HECAHKIIMOHUPOBAHHOIO JIOCTyMa K HEPCOHAIbHBIM
JTAHHBIM U IIPUHATUE MEP.

2.2.12 BoccTtaHOBEHHE  TEPCOHAJbHBIX  JAHHBIX,  MOAM(PUIMPOBAHHBIX MWK
YHUUYTOKEHHBIX BCJIEJACTBUE HECAHKLIMOHUPOBAHHOTO JIOCTYIA K HUM.

2.2.13 YcraHoBieHHE MpaBUi JAOCTYyIa K MEPCOHAIbHBIM JIaHHBIM, 00pabaTbiBA€MbIM B
MH(OPMALIMOHHONW CHCTEME NEpCOHAIbHBIX JAaHHBIX, a Takxke obOecreyeHneM
perucTpamnuu U yuera Bcex JACHCTBHI, coBEpUIaeMbIX C MEPCOHATBHBIMUA JAHHBIMU B
MH(OPMALIMOHHON CUCTEME NEPCOHAIBHBIX JIaHHBIX.

2.2.14 Kontponp 3a MNpUHUMAeMbIMH MepaMH 10 oOecnedyeHrto 0e30MacHOCTH
MEPCOHAIBHBIX JAHHBIX M YPOBHS 3alllUIIEHHOCTH HHPOPMALMOHHBIX CHCTEM
MEPCOHATBbHBIX JTaHHBIX.

2.3 OOecrieuenne ©0€30MACHOCTH TIEPCOHATBHBIX JAHHBIX C HCIOJB30BAHUEM
KPHUIITOCPECTB JJOJKHO OCYIIECTBIISATHCS B COOTBETCTBHH C:

e [Ilpukazom ®CB Poccuu ot 9 despans 2005 r. Ne 66 «OO0 yTBEpKIEHUH O
pa3paboTke, TMPOW3BOJCTBE, pEATH3ANMA W OKCIUTyaTallud  MIHQPOBAITBHBIX
(kpunrorpaduyeckux) cpeacTs 3auuThl nHopmanun» (ITonoxenne I1K3-2005);

e MeToANYEeCKUMH PEKOMEHJAIUSIMH 110 00ECIIEYEHUIO C TIOMOIIBI0 KPHIITOCPE/ICTB
0€30MacHOCTH TEPCOHAJBHBIX JAHHBIX IpPU UX 00paboTke B HH(POPMALIMOHHBIX
crcTeMax TMEePCOHANBHBIX NAaHHBIX C HCIOJIB30BAHUEM CPEICTB aBTOMaTh3armu (No
149/54-144, 2008 r. ®Cb Poccun), Hacrosimumu TpeboBaHusaMu.

2.4  Omnepatop NEPCOHANBHBIX JIAaHHBIX HECET OTBETCTBEHHOCTh 3a COOTBETCTBHE
MIPOBOJMMBIX UMM MEPOIPUSATUI MO OpraHU3alui U 00ecreyeHn0 Oe30MacHOCTH 00paboTKH C
WCTIOJIb30BAHNEM KPHUIITOCPE/ICTB TEPCOHAIBHBIX TaHHBIX, JIMIEH3WOHHBIM TPEOOBAHUIM H
YCTIOBHSIM, 9KCIUTYaTalldOHHON M TEXHHYECKOW MOKYMEHTAIMH K KPUIITOCPEICTBAM, a TaKKe
HacTosiuM TpeGoBaHUIM.

2.5 Ilpu sTtomM pomKkHa 0OecCHeYUBATHCS KOMIUIEKCHOCTh 3alUThl MEPCOHATbHBIX
JAHHBIX, B TOM YHCJE MOCPEICTBOM NPUMEHEHHS HEKPUNITOTpaPUUECKUX CPEACTB 3aIIUTHI.

2.6 Ilpu pa3paboTke U peanu3aldyd MEPOINPHUATHN MO OPraHU3alUA U 00ECTICUCHUIO
0€30MacHOCTH TMEpPCOHANBHBIX JAaHHBIX MpPU HMX 00paboTke B MH(POPMAIMOHHOM cucTteMe
OCYILIECTBIISIETCS:

e pa3paboTka I KaxJaou HHPOPMAIMOHHON CHCTEMBbI MEPCOHAIBHBIX JIaHHBIX

MOJIENTH YTPO3 0€30MaCHOCTH MEPCOHANBHBIX TAHHBIX MPHU X 00pabOTKe;
e pa3paboTKa HA OCHOBE MOJEIH YIPO3 CHCTEMBl OE€30MAaCHOCTH MEPCOHATBHBIX
TaHHBIX, 00ECIIEYNBAIONICH HEHTPAIN3aLNIO BCEX TIEPEUNCICHHBIX B MOJICIH yIPO3;



® OImpelereHue HEOOXOAMMOCTH HCIIOJIb30BAHMSI KPUITOCPEACTB AJisi OOecreueHus
0€30MacHOCTH TEPCOHAJIbHBIX JaHHBIX W, B CIyyae IOJIOKUTEIBHOIO pELIEHUS,
OIIPENIETICHNE HAa OCHOBE MOJEIIN YIrpO3 LIEJIM HCIOJIb30BAHMS KPUITOCPEICTB IS
3aIIMUTHl NIEPCOHAIBHBIX JAAHHBIX OT HENPABOMEPHOIO WJIM CIYy4alHOIO JOCTyHa K
HUM, YHUYTOKEHHUS, U3MEHEHMs], OJOKUPOBaHUS, KOMUPOBAHHUS, PACHPOCTPaHEHUs
MEPCOHAIBHBIX JAaHHBIX W (WIM) HHBIX HENpPaBOMEPHBIX JACUCTBUM NpU HX
o0paboTke;

® YCTaHOBKAa M BBOJI B IKCIUIyaTallUIO CPEACTB 3alIUThl MHPOpMAIMH (B TOM 4YHCIIE
KpunTorpaguueckux) B COOTBETCTBUM C OKCIUIyaTalMOHHOM M TEXHUYECKOM
JOKYMEHTAlMeEN K 3TUM CPEACTBaM;

® [IpoBepKa TOTOBHOCTH CPEICTB  3aluThl HHpOpMamuu (B TOM  4YHUCIE
KpunTorpaguueckux) K HCIOJIb30BAHUIO C COCTABJICHHEM 3aKJIIOUYEHUH O
BO3MOKHOCTH UX 3KCIUTyaTalllH;

® [IOPK3EMIUIAPHBIA  Yy4eT  HCHOJb3YEMBIX  CpPEJICTB  3allUThl  HMH(OpManuu,
JKCIUIyaTallAOHHOM ¥  TEXHUYECKOM JOKyMEHTAalMh K HHM, HOCHUTEIEH
MIEPCOHAIBHBIX TAHHBIX;

® KOHTPOJb 32  COOJIOJICHHMEM  YCJIOBUM  HCIIOJIb30BaHUS  KPUITOCPENCTB,
MPEYCMOTPEHHBIX JKCILUTYaTAlMOHHOM M TEXHUYECKOWM TOKYMEHTAUEH K HUM;

e pa3bupaTenbCTBO M COCTABJICHHE 3aKIIOYEHMHM MO (akTaM HapylmIeHUs YCIOBUMN
XpaHEHHsI HOCUTENEN NEPCOHANBHBIX AAHHBIX, HCIOJIB30BAHUSA KPHUITOCPEICTB,
KOTOpbIE MOTYT TNPUBECTHM K HAPYIIECHHIO KOH(DUIECHIMAIBHOCTH MEPCOHAIBHBIX
JAHHBIX WM JIPYTUM HAapyIIEHUSM, NPUBOISAIIMM K CHIIKEHHUIO YpPOBHS
3alUMIICHHOCTH [E€PCOHANbHBIX JAaHHBIX, pa3pabOTKy U MPUHATHE MeEp IIO0
MPEIOTBPAILIEHUIO0 BO3MOKHBIX OTIACHBIX MOCIIEJCTBUI MOJOOHBIX HAPYLIEHU;

® OIMCaHME OPraHU3ALMOHHBIX M TEXHUYECKUX MeEp, KOTOpBIE OIrepaTop 00s3yercs
OCYILECTBIISATH IpH oOOecrieueHuu Oe30MacHOCTH MEePCOHAIBHBIX JaHHBIX C
HCI0JIb30BAHUEM KPUIITOCPECTB U UX 00paboTKe B MHPOPMAIIMOHHBIX CUCTEMAX,
C YKa3aHHWEM B YaCTHOCTH:

O HHJEKCA, YCIOBHOIO HAaMMEHOBAHMS W  PETUCTPALMOHHBIX HOMEpOB
HCIIOJIb3YEMBIX KPUIITOCPECTB;

O COOTBETCTBUSI pa3MEIIeHMs] M MOHTa)xa anmapaTypbl M 0OOpyIOBaHUS,
BXOJSLIET0 B  COCTaB  KPHUITOCPEIACTB, TpeOOBaHMSIM  HOPMAaTHUBHOU
JOKYMEHTAIMU U IIpaBUJIaM IOJIb30BAaHUS KPUIITOCPEICTBAMM;

O COOTBETCTBHsI TIOMEIIECHHM, B KOTOPOM pa3MELIEHbl KPHUIITOCPEACTBA U
XpaHUTCS KJIIOYeBas JOKYMEHTAalMs K HHUM, HacTosuM TpeGoBaHUSAM C
OIIMCAaHUEM OCHOBHBIX CPEJICTB 3aIUTHI;

2.7 Onucanue MNPUHATBIX MEp JOJDKHO OBITh BKJIIOYEHO B  YBEJOMJICHHE,
IpelycMOTpeHHoe yacThio 1 cratbu 22 denepanbHoro 3akoHa ot 27 utons 2006 rona Nel52-03
«O mepcoHaIbHBIX JaHHBIX).

2.8 CaeneHusl mpeaycMOTpeHHble myHKkTamu 5, 7', 10 u 11 wactu 3 crateu 22
®denepanpHoro 3akoHa oT 27 utoins 2006 roga Nel52-D3 «O nepcoHambHBIX JAHHBIX» JTOJKHBI
ObITh TPENOCTABIIEHbl B YIOJIHOMOYEHHBI opraH no 3amuTe MnpaB cyobekToB [IJIH
(PockxomHuamzop).

2.9  Tlonb3oBaTenu HHPOPMAIIMOHHBIX CUCTEM MEPCOHAIBHBIX JAHHBIX 00SI3aHBI:



e He pasriamarh HHGOpPMAIHIO, K KOTOPOH OHH JIOMYIIEHBI, B TOM YHCII€ CBEICHUS O
KPHUIITOCPEACTBAX, KIIIOYCBLIX JOKYMCHTAX K HUM U APYTUX MEpax 3alllMThI;

e cobOmogaTh TpeboBaHUS K OOECHeueHUI0 Oe30MacHOCTH NEPCOHAIBHBIX JaHHBIX,
TpeOoBaHUA K oOOecrneueHur0 0e30IacHOCTH KPHUMNTOCPEJICTB U KIIIOYEBBIX
AOKYMCHTOB K HUM;

® COO6HIaTB 0 CTaBIIMX HWM H3BCCTHBIMU IOIIBITKaAX ITOCTOPOHHHUX JIMI IIOJTYYUTH
CBCCHUA 00 HCIIOJIB3YEMBIX KPUIITOCPCACTBAX HUJIN KIIFOYCBLIX JOKYMCHTAX K HUM;

® HEMEICHHO YBEIOMIATH omepatopa o ¢aKrax yTpaTsl WIH HEAOCTadu
KPHUIITOCPEACTB, KIIIOYEBBIX TOKYMCHTOB K HUM, KITIOYeH OT HOMCHICHI/II\/’I, XpaHWJINI,
JUYHBIX Me4yaTed U o JApyrux (akrax, KOTOpble MOTYT IPHUBECTH K pa3rialleHUo
3alIUIIacMbIX IIEPCOHAIBHBIX TaHHBIX.

® CIAaTb KpUIITOCPECACTBA, SKCILTYaTAIUOHHYIO U TCXHUYCCKYIO JOKYMCHTAIIUIO K HUM,
KIIFOYCBBIC JOKYMCHTBI B COOTBETCTBUH C MOPAJAKOM, YCTAHOBJIICHHBIM HACTOAIIUMHA
TpeboBaHusIMU, TPH YBOJLHEHUN WJIU OTCTPAHEHUHW OT MCTIOJHEHHUs 00s13aHHOCTEH,
CBA3aHHBIX C MCITIOJIb30BAHUEM KPUIITOCPCACTB,

2.10 OoGecnieuenne GHyHKIIUMOHUPOBAHUSA M 0€30MACHOCTH MH(OPMAITMOHHOM CHUCTEMBI
MEPCOHAIBHBIX  JIAHHBIX BO3JIATACTCSI HA OTBETCTBEHHOTO  IIOJIH30BATEIs, HMMCOIIETO
HEOOXOMUMBIN YpOBEHb KBaIM(PHUKAUKM, HA3HAYaEMOTro TMPUKA30M ormeparopa (mamee —
OTBETCTBEHHBIN TOJIb30BATEINb).

2.11 OtTBeTcTBEHHbIE MOJIH30BATENIN JOKHBI UMETh (D)YHKIIMOHAJIbHBIE 00SI3aHHOCTH,
pa3paboTaHHbIE B COOTBETCTBUU C HACTOSIIIUMU TpeOOoBaHUSIMH.

2.12 Tlpu ompeneneHun OOS3aHHOCTEW IMOJIB30BATENSI HEOOXOAMMO YYUTHIBATH, YTO
06e30macHOCTh O0pabOTKM C HCMOJIB30BAaHUEM KPUIITOCPEACTB IEPCOHANBHBIX JIAHHBIX
obecrieunBaeTcs:

e COOJIIOJICHUEM IM0JIb30BATEISIMU  KPUIITOCPEACTB, KOHQUACHIMAIBHOCTU IpU

o0pallleHHnH CO CBEJICHUSIMU, KOTOPbIE UM JIOBEPEHBI WJIN CTAJIM U3BECTHBI 110 padoTe,
B TOM YHCI€ CO CBEIEHUSMU O (YHKIHOHUPOBAHHWU U MOPSJKE OOecreyeHUs
0€30MacCHOCTH MPUMEHAEMBIX KPUIITOCPECTB U KIIFOUEBBIX JOKYMEHTaX K HHUM;

® TOYHBIM BBIIIOJHEHHUEM  IIOJIb30BATEISIMU  KPUNTOCPEACTB, TpeOOBaHMU K
obecrieueHnIo 6€30TTaCHOCTH MEPCOHATBHBIX JAaHHBIX;

® HAJCXKHBIM XpPAaHEHUEM OJKCIUIYyaTallUOHHOM M TEXHHYECKOM JOKYMEHTAaluu K
KpUIITOCPEACTBAM, KITFOUEBBIX JOKYMEHTOB, HOcHUTENeH nHdopmanuu
OTPaHUYEHHOTO PaCIpPOCTPaHEHUS;

e o0ecrieyeHUEM MPHUHATHIX B COOTBETCTBUM C TpeGoBaHMSAMU K MaTepUaIbHbIM
HOCHUTENIIM OMOMETPUYECKUX MEPCOHATIbHBIX JaHHBIX W TEXHOJIOTUAM XpaHEHHs
TaKMX JIaHHBIX BHE HH(OPMALIMOHHBIX CUCTEM NEPCOHAIBHBIX JAHHBIX MEP.

® CBOEBPEMEHHBIM BBISBIEHUEM MOMBITOK MOCTOPOHHUX JIMI MOJIYYUTh CBEACHUS O
3alMIIAaeMbIX MEPCOHANBHBIX JaHHBIX, 00 MCIOJIBb3YyEMbIX KPUIITOCPEICTBAX WIIU
KIIFOUEBBIX JOKYMEHTaX K HUM;

® HEMEUICHHbIM NIPUHATUEM MEp MO NPEIyNPEKIECHUIO pa3IJIallleHHs 3aIUIaeMbIX
MEPCOHAIBHBIX JAHHBIX, a TAKXK€ BO3MOXKHON MX YTE€UKM IPU BBISABIECHUU (AKTOB
yTpaThl WJIM HEIOCTaYd KPUIITOCPEJACTB, KIIOUEBBIX JIOKYMEHTOB K HHM,
YAOCTOBEPECHHM, TPOMYCKOB, KIIOYEH OT TOMEMICHWH, XpaHWaull, ceidon
(MeTamMueckux mKadoB), TMUHBIX IeyaTel U T.I1.



2.13  Jluua, odopmisiembie Ha pabOTy B KadeCTBE IOJb30BaTeNiell (OTBETCTBEHHBIX
MoJib30Bareseil), MOJHKHBI ObITh O3HAKOMJIEHBI C HAcTOAMMH TpeOoBaHUAMU U JPYTUMHU
JOKYMEHTaMH,  pPErjJaMEeHTUPYIOUIMMHU  OpraHu3aluilo U  ooOecriedeHre  0e30MacHOCTH
MEPCOHANBHBIX JTAHHBIX MPH HX 00pabdOTKe B MH(GOPMAIMOHHBIX CHCTEMAaX, ITOJ PACIUCKy H
HECYT OTBETCTBEHHOCTb 3a HECOOJII0JIEHME HMHU TpeOOBAHUW YKa3aHHBIX JOKYMEHTOB B
COOTBETCTBHUH C 3aKOHO1aTesbcTBOM Poccuiickoit denepanum.

2.14 B cootBercTtBUU ¢ TpeOoBaHusMH mnoctaHoBieHus [IpaButenbctBa Poccuiickoit
Oenepaunu ot 01.11.2012 Ne 1119 «O06 yrBepkaeHUN TpeOOBAHUN K 3alUTE MEPCOHATBHBIX
JaHHBIX TpU HUX 00paboTke B HMHPOPMALMOHHBIX CHUCTEMAaxX IEPCOHANBHBIX JaHHBIX» U
YCTaHOBJIEHHBIM YPOBHEM 3alllMIIEHHOCTH MEPCOHAJIbHBIX JaHHBIX, 00padarbiBaeMbix B UCII/IH
«byxranrepus u kagpb» HEOOXOIUMO BBIIIOJIHEHUE CIEAYIOIUX TPeOOBaHUI:

e KOHTpPOJIb 32 BBINOJHEHHEM HacTtosmux TpeGoBaHuil opraHU3yeTcss U MPOBOAUTCS
Kontseseim Hropem AnexkcaHapoBHYEM, 3aMECTHTENIEM TJIABHOTO Bpada I10
MEIUIIMHCKOMY OOCITY>KMBaHHIO HaceleHus He pexe 1 pasza B 3 roaa;

e opraHuzalusg pexuma obOecriedyeHHs O€30MaCHOCTH IOMEIIEHUH, B KOTOPBIX
pasMenieHa MHQOpPMAIMOHHAs  CUCTEMa, MPENSTCTBYIOIIETO0  BO3MOXHOCTHU
HEKOHTPOJIUPYEMOIO IPOHUKHOBEHUS WM MTPEObIBAaHUS B ATUX OMEILIEHUSX JIMILI, HE
MMEIOLIUX [TpaBa J0CTyIa B 3TU IOMEIIECHUS;

e o0ecrneueHne COXpaHHOCTU HOCUTENIEH MePCOHAIbHBIX JaHHBIX;

e yTBep)KJAeHHE [JIaBHBIM BpauyoM JOKYMEHTa, OIPENENSIIOIIEr0 IepeueHb JIMLL,
JOCTYIl KOTOPBIX K MEPCOHAIBHBIM JaHHBIM, 00pabaTbIiBaeMbIM B MH(GOPMALTMOHHOMN
cUCTeMe, HeOOXO0IUM JJIsl BBINOJIHEHHSI UMU CITY>KEOHBIX (TPyOBbIX) 00sS3aHHOCTEI;

® ICIIOJIb30BAaHME CPEJACTB 3allUThl MH(OpPMAIMU, MPOUIEAIIUX IMPOLELYPY OLEHKU
COOTBETCTBHUS TpeOoBaHUsIM 3akoHOAaTenbcTBa Poccuiickort denepanuu B o0nacTu
obOecrieueHust 0e30mMacHOCTH HMH(GOPMAaLUU, B Cilydae, KOTJa NPUMEHEHHE TaKHUX
CPEICTB HEOOXOUMO ISl HEUTpalM3allii aKTyaJbHbIX yIPO3.

2.15 Texyuuii KOHTpOdb 3a opraHu3auued u obdecredeHHeM (YHKIMOHUPOBAHUS
CPEICTB 3aIUThl UH(POpMALMU (B TOM YHCII€ KpUNTOrpaUuecKuX) BO3JIaraeTcs Ha oneparopa u
OTBETCTBEHHOTI'O I0JIb30BATENs B IIpeieaxX UX CAy>KEOHBIX MOJTHOMOYHMA.

2.16 Kontpoms 3a opranusaiueii, ooecredenrnemM GyHKIIMOHUPOBAHUS U 0€30MacHOCTH
CpeACTB 3aumuThl MHGopMauuu (B TOM 4YHCIE KpUOTOrpaduueckux), MpelHa3HAuYeHHBIX s
3alIUTHl TIEPCOHANBHBIX JAHHBIX, MpH HX 00paboTke B WH(POPMANMOHHBIX CHCTEMax
MEPCOHAIBHBIX JAHHBIX OCYIIECTBIIETCS B COOTBETCTBUU C JIEHCTBYIOILHUM 3aKOHO/ATEIbCTBOM
Poccuiickoit @enepanuu.

2.17 Ilpu wucnons3oBanun B WCIIJIH cepruduuupoBaHHbIX 10 TpeOOBAHUAM
6e30MmacHOCTH MH(OpPMALMK CPEICTB 3alUThl HHPOPMaLUU JJ1s 00eCHeYeHHs YCTaHOBIECHHOIO
YPOBH$ 3alUIIIEHHOCTH NEPCOHAIbHBIX TaHHBIX IPUMEHSIOTCS:

® Cpe/CcTBa BHIYMCIUTENBHON TEXHUKU HE HIDKE 6 Kilacca;
e cucTeMbl OOHapy)KEHHUS BTOP)KEHUN U CPEICTBAa aHTHUBUPYCHOM 3alllUThl HE HUXKE 5
KJIaCCa 3aIlUTHI;

® MCIKCETCBBIC OKpPAaHbl HC HUKC 5 xmacca.



3. Meponpustus no odecrnedyeHnI0 6€30MaACHOCTH NMEPCOHATbHBIX JAHHBIX OT
HECAHKIIMOHMPOBAHHOTO J0CTYIA NPH UX 00padoTKe B MH(OPMAIMOHHOM cHcTeMe

MNEPCOHAJIBbHBIX JTAHHBIX

B cocraB mep nmo obecnieuenuto 6e3onacuoctu [1/1H, peanusyembix B pamkax C3II/H c

Y4€TOM aKTyaJIbHBIX yrpo3 Oe3omacHoctu IIJlH w mnpumeHsieMbix HWHGOPMAIMOHHBIX

TEXHOJIOTHH, BXOJIAT:

® UJISHTU(UKALUS U ayTeHTUPHUKALUSA CyObEKTOB AOCTYIa U O0OBEKTOB JIOCTYIIA;

® YIpPaBIIEHHE JOCTYNOM CyOBEKTOB JOCTYyIa K 0OBEKTaM JI0CTYIa;

e perucrparus coObITUI OE30TTaCHOCTH;

® aHTUBHpYCHAs 3aIUTA;

® KOHTPOJb (aHATH3) 3ANTUIIICHHOCTH NMEPCOHAIBHBIX IAHHBIX;

e oOecneucHHUE AOCTYIIHOCTH NCPCOHAJIBHBIX JaHHBIX,

® 3aIuTa TCXHUYCCKUX CPCIACTB,

e 3amuTa HHOOPMAITMOHHOM CHCTEMBI, €€ CPEJICTB, CUCTEM CBSI3U U NepeAadn JaHHBIX.

B Tabnuue 1 mpuBeneHo coaepkanue TpeOyeMbIX Mep MO OOECICYCHHIO 0€30MacHOCTH

MEPCOHAJIBHBIX JaHHBIX:

Ta6muma 1. Conepkanne TpedyeMbIx Mep 1Mo obecneueHuro 6e3onacHoctu [/

YcaoBHOE
0003HaYeHNE
H HOMEpP
MEpBbI

ConeprxkaHue Mep 10 00eCTICUSHHIO 0€30MMaCHOCTH MEPCOHANIBHBIX JaHHBIX

I. Unentudukanus u ayreHTHQHUKANUS CyOBEKTOB J0cTyma U 00bekToB noctyna (MAD)

Wnentuduxanms u ayreHTHGUKALIMS TOJIb30BATENCH, SBIIIONUXCS PA0OTHUKAMU

HNAD.1
omneparopa

HA®D 3 VYnpasnenue uaeHTH(GUKATOPaMHU, B TOM YHCIE CO3/IaHUE, TPUCBOCHHE, YHHUTOXKECHUE

) HUAeHTH(PHUKATOPOB

VYnpasienue cpeicTBamMu ayTeHTH(HUKAINH, B TOM YHCIIe XpaHEeHHe, Bblaua,

NAD.4 WHUIHAIN3AIUs, OJIOKUPOBAHKUE CPENICTB ayTEeHTH()UKAIIMY U TIPUHATHE MEp B ClIydae
yTpathl u (MIIM) KOMIPOMETAIIHU CPENICTB ayTeHTH(PHUKAIIIH

HNAD.5 3amuta 0OpaTHOM CBSI3M NPH BBOJIC AYTCHTH(PHUKAIIMOHHONW HHPOpMAIHH

HAD.6 Unentudukanus u ayTeHTUDUKAINS TIOTb30BaTeNeH, HE SIBISIONINXCS PAOOTHUKAMHU

oreparopa (BHEITHUX MMOIH30BATENICH )

II. Yrpasnenue 1ocTynoM cyObekToB JocTyna K oobekram gocrymna (YI1I)

VYnpasienue (3aBeeHrne, aKTHBAIMS, OJIOKUPOBAaHHE M YHUUTOKEHHE) YIETHBIMH

YIIA.1 2 N
A 3aMyCcsAMU TOIb30BaTENeH, B TOM YHCIIe BHEIIHUX OJIh30BaTENen
Peanusarus He0OOXOAMMBIX METOJ0B (AMCKPEIIMOHHBIN, MAHIATHBINA, POJICBON WM
YIIA.2 WHOW METOJ), TUNIOB (UTE€HHE, 3aM1Ch, BBITOJHEHNE WIIK WHOW THIT) U MPaBUII
pasrpaHHYeHus JOCTyIa
VYnpasnenue (GuibTpanys, MapIpyTu3aius, KOHTPOJIb COSTUHEHUH,
VIUL3 OJIHOHATIpaBJICHHAS TIepe/iada ¥ WHBIE CITOCOOBI YITpaBIieHHUs ) WH(OPMAIIMOHHBIMH

MOTOKAMHU MEXJy YCTPOHCTBaMH, CerMeHTaMU HH(POPMAIMOHHON CUCTEMBI, 2 TAKXKE
MEKIY HH()OPMAIIMOHHBIMU CHCTEMAMHU




YcioBHOE

0003HaveHHE
1 Homep Coneprkanue Mep 1o oOecredeHII0 0€30MacHOCTH TIEPCOHABHBIX TAHHBIX
Mepbl
VL4 Pa3znenenve nonHnomounii (poneit) moip3oBaTenei, aIMUHUCTPATOPOB U JIMII,
' obecrieunBaoNuX (yHKIMOHUPOBAHIE MHPOPMAIIMOHHOW CHCTEMBI
Haznauenne MHHUMaIIbHO HEOOXOIUMBIX MTPAB U MPUBHIIETHI MOJTB30BATENSM,
VIIA.S aJIMUHHCTPATOpaM U JiMiaM, obecrieunBaonuM (yHKIIMOHUPOBAHNE
WH(GOPMAITMOHHON CHCTEMBI
VLG OrpaHnveHme HeYCIEeIIHBIX IOMBITOK BX0/1a B MH(QOPMAIIMOHHYIO CUCTEMY (J0CTyIa K
) WHGOPMAIMOHHOHN CHCTEME)
VIUL13 Peanu3zanus 3amyimeHHoro yAaueHHOro JOCTya CyObeKTOB IOCTyNa K 00beKTaM
‘ JIOCTyTIa Yepe3 BHENIHHE WH(OPMAIIMOHHO-TEIICKOMMYHUKAIIHOHHBIE CETH
VI 14 PernamenTanus ¥ KOHTPOJb UCTIONL30BAHHS B HH()OPMAIIMOHHON CHCTEME TEXHOIOTHI
) OeCIIPOBOIHOIO JIOCTyIA
VIILIS PernamenTanus 1 KOHTPOJIb UCTIOJIL30BAHMS B MH()OPMAIIMOHHON CHCTEME MOOHMITBHBIX
) TEXHUYECKUX CPEACTB
VIUL16 VYnpasieHnue B3auMoieiCTBIEM ¢ HH(POPMAIIMOHHBIMU CHCTEMaMH CTOPOHHUX

opranuzanui (BHEIHIE HHPOPMAIMOHHBIE CHCTEMBI)

V. Perucrpaig

ust coopiTnit 6ezonacuoctu (PCH)

Onpenenenne coObITHI 6€30MACHOCTH, TOUIEKAIINX PETUCTPALMH, U CPOKOB X

PCB.1
XpaHEeHHUs

PCE.2 OnpezeneHre cocTaBa U coaepaHus MH(OOPMAIIUU O COOBITHIX OE30MaCHOCTH,
MOJUISKAIIMX PErHCTPALUU

PCE.3 COop, 3anKch U XpaHEHHUE HHPOPMAILIMK O COOBITHAX 0E30MaCHOCTH B TEUCHUE
YCTAHOBJICHHOI'O BPEMEHH XPaHEHHS

PCB.7 3amuTa HHGOPMAIIUU O COOBITUSAX 0E30ITaCHOCTH

VI. AutuBupycnas 3amuta (AB3)

AB3.1

Peanusanys aHTUBUPYCHON 3aIlIMTHI

AB3.2

Oo6HoBneHre 0a3bl JAHHBIX MPH3HAKOB BPEIOHOCHBIX KOMIIBIOTEPHBIX MPOrpaMM
(BUpycoOB)

VIII. KouTponp (aHanm3) 3alMIIEHHOCTH MEePCOHANBHBIX JaHHBIX (AH3)

AH3.2

KoHTpounb ycTaHOBKH OOHOBJICHHH MTPOrpaMMHOT0 00ecTiedeH s, BKITIOYast
OOHOBJICHUE MTPOrPAMMHOT'0 00ECIICUEHHS CPEICTB 3aIIUTHl HH(pOpMaIHu

X. ObGecnieyeHre TOCTYITHOCTH MEepCOHANBHBIX JaHHBIX (OT)

[leproanyeckoe pe3epBHOE KOMMPOBAHNE MEPCOHATBHBIX JAHHBIX Ha pE3epBHBIE

O/T.4
A MaIlIMHHbIE HOCUTEN NIEPCOHAIBHBIX JAHHBIX
ObecrieyeHne BO3MOKHOCTH BOCCTAHOBIICHHSI IEPCOHAIBHBIX IAHHBIX C PE3EPBHBIX
OAT.5 MAaIIMHHBIX HOCUTENEH MepcoHaIbHBIX JAHHBIX (PEe3epPBHBIX KOIMUI) B TE€UEHHE

YCTaHOBJICHHOI'O BpEMCHHOI'O UHTEpBaAia

XII. 3ammTa Texandeckux cpencts (3TC)

3TC.3

Kontposnb u ynpasienne GU3NIECKUM JOCTYIIOM K TEXHHUECKAM CPEICTBAM,
CpEeICTBaM 3allUThl HH(POPMAIIMH, CPEACTBaM O0ecIeueHus (PYHKIIMOHUPOBAHHMS, a
TaKXe B IOMENICHUSI U COOPYKEHHS, B KOTOPBIX OHU YCTaHOBIICHBI, UCKIIIOYAOIIHIE
HECaHKIIMOHUPOBAHHBIH (PM3NUECKHI JOCTYII K CpeicTBaM 00paboTKu HH(pOpMAaIHH,
CpE/ICTBAaM 3aIUThl HHPOPMAIMH U CpelIcTBaM oOecredeH st (PYHKIIMOHUPOBAHHS
WH(POPMAITMOHHON CHCTEMBI, B TIOMEIICHUS U COOPYKEHHS, B KOTOPHIX OHH
YCTAHOBJICHBI




YcioBHOE

0003HaveHHE
1 HOMeEp Coneprkanue Mep 1o oOecredeHII0 0€30MacHOCTH TIEPCOHABHBIX TAHHBIX
MEpBbI
3TC.4 Pasmerenre ycTpoiicTB BbiBOzA (0TOOpaXKeHHs1) HH(POPMAIINH, UCKITIOYATOIIEE e¢

HECAHKIIMOHUPOBAHHBIN TPOCMOTP

XIII. 3anmra nHGOPMAIIMOHHON CHCTEMBI, €€ CPEACTB, CHCTEM CBSI3U U Nepenayn qanHbix (3UC)

OobecrieyeHne 3aIUThl TEPCOHATBHBIX JIAHHBIX OT PACKPBITHS, MOJU(QHUKAIINU H
HaBsI3bIBaHUS (BBOJIA JIOKHOM HH(POPMAIIMH) TIPH ee Tiepeaade (oroToBKe K
nepeaye) 1o KaHajliaM CBS3H, MMEIOIUM BBIXO/] 32 MpeAesbl KOHTPOIUPYEMOH 30HbI, B
TOM YHCIe OECIIPOBOHBIM KaHAIIAM CBS3H

3UC.3

4. Tlopsiaok oOpameHusi ¢ KPUNITOCPEACTBAMHU U KPUNITOKJIIOYAMHU K HUM. Meponpusitus
MPH KOMIIPOMETANUN KPUIITOKJIIOYel
4.1 [Tonp30BaTenu KPUMITOCPEICTB OOS3aHBI:

® He pa3riamarh HHOOPMAIHIO O KIFOUEBBIX TOKYMEHTAX;
® HE JIOMYCKaTh CHATHE KO C KITIOYEBBIX JOKYMEHTOB;

e He JIONyCKaTh BBIBOJ KIIIOYEBBIX JIOKYMEHTOB Ha juciuiei (Monurtop) [IOBM wiu
IIPUHTED;

® He JIONyCKaTh 3aIIMCH Ha KJIIOUE€BOM HOCUTEINb MOCTOPOHHEN MHPOpMAIIY;
® He JIONyCKaTh YCTAaHOBKU KIIFOUEBBIX JOKYMEHTOB B Jipyrue [I9BM.

4.2  Ilpu HeoOXOAMMOCTHU MepeAayu MO TEXHUYECKHM CPEACTBAM CBS3HM CIYKEOHBIX
COOOIIEHUH  OTrpaHMYEHHOTO JOCTYyNa, KacaloIIMXCS OpraHu3alud U obecrneueHus
(GYHKIIMOHUPOBAHUS KPUITOCPEJICTB, yKa3aHHbIE COOOLIEHUSI HEOOXOAUMO IepeiaBaTh TOJIBKO C
UCII0JIb30BaHNEM KpunrocpeacTB. [lepenada mo TeXHUYECKUM CpPEACTBaM CBSI3U KPUIITOKIIOUEH
HE  JIONyCKaeTcs, 3a  HCKIIOYEHHUEM  CHELHAJbHO  OPraHM30BAaHHBIX  CHUCTEM  C
JELIEHTPAIN30BaHHBIM CHA0KEHUEM KPUIITOKIIOYaMH.

4.3  KpunrocpencTsa, UCIOIb3yeMbI€ ISl oOecreueHnst 0€30MacHOCTH MEPCOHATBHBIX
JAHHBIX IPU UX 00paboTKe B MHPOPMALIMOHHBIX CUCTEMAX, MOAJIEKAT YUETY C UCIIOJIb30BaHUEM
MHJIEKCOB WJIM YCIOBHBIX HAUMEHOBAHUM U PETUCTPALIMOHHBIX HOMEPOB.

4.4  llepeyeHb HMHJEKCOB, YCJIOBHBIX HAUMEHOBAaHUN W PErHUCTPALMOHHBIX HOMEPOB
KPUIITOCPEACTB omnpenensiercs PeaepanbHoi ciryx00it 6e3omacHoctu Poccuiickoit @eaepanun.

4.5  Hcnonp3yemble WIM XpaHUMbIE KPHUITOCPEICTBA, OSKCIUIyaTallMOHHAs M
TEXHUYECKas JOKYMEHTAlUsl K HUM, KIIIOUEBbIE JOKYMEHTBI MTOJIEKAT MOIK3EMILIIPHOMY YUETY.
[Ipu 3TOM mporpamMMmHble KPUITOCPEACTBA JOJKHBI YUHUTHIBATHCS COBMECTHO C amlapaTHBIMU
CpEICTBaMU, C KOTOPhIMH OCYLIECTBIISIETCS UX IITaTHOE (yHKIMOHUpoBaHue. Eciau anmapaTHbie
WIM annapaTHO-NPOrpaMMHbIE KPUIITOCPEACTBA MOJKIIOYAIOTCS K CHUCTEMHOW IIMHE WM K
OJIHOMY W3 BHYTPEHHHX HWHTEp(eicoB ammapaTHbBIX CpPEICTB, TO TaKHEe KPHUITOCPEICTBA
YUUTBIBAIOTCS TAKKE COBMECTHO C COOTBETCTBYIOIIMMH aIlllapaTHbIMU CPEACTBAMH.

4.6  EnuHuned MOSK3EMIUIIPHOTO y4yeTa KIIOUEBBIX JOKYMEHTOB CUHUTaeTcs
KIIFOYEBOM HOCHUTEIh MHOTOKPATHOTO HCIOJIb30BAHUS, KIIFOUEBOM OJIOKHOT. Eciiu 0/lMH U TOT ke
KJIFOYE€BOM HOCHUTENIb MHOTOKPATHO MCIIOJB3YIOT JUIS 3alIMCH KPUITOKIKOYEH, TO €r0 KaX bl pa3
CJIEyeT PErUCTPUPOBATH OTACIBHO.



47  Bce 1moONydyeHHBbIE OK3EMIUISIPbl  KPUIITOCPEACTB, OKCIUIyaTallUOHHOM |
TEXHUYECKON JOKYMEHTAllUM K HUM, KJIIOYEBBIX JOKYMEHTOB JOJDKHBI OBITH BBIJIAHBI TOJ
pacnucKy B  COOTBETCTBYIOILIEM OKypHajle IOSK3EMIUISIPHOTO  ydeTa IOJIb30BaTeNsIM
KPUIITOCPEACTB, HECYLTUM IEPCOHAIbHYIO OTBETCTBEHHOCTbH 3@ UX COXPAaHHOCTb.

4.8  Ecnu sKcriyaTalMOHHOW M TEXHUYECKOW JTOKYMEHTalued K KpUITOCPEACTBAM
MPETyCMOTPEHO MPUMEHEHUE DPA30BbIX KIIOUYEBBIX HOCHUTEIEH WM KPUIITOKIIOYM BBOJAT U
XpaHAT (Ha BEChb CPOK MX JEMCTBUSI) HEMOCPEACTBEHHO B KPUITOCPEJICTBAX, TO TAKOW Pa3oBbIN
KJIFOYEBOM HOCHUTENIb WM 3JIEKTPOHHAs 3alUCh COOTBETCTBYIOIIETO KPHUITOKIIOYA JIOJKHBI
PEruCTPUPOBATLCA B TEXHUYECKOM (alMapaTHOM) >KypHaje, BEIyLIEMCS HENOCPEICTBEHHO
[I0JIb30BaTENIeM KpUIITOCPEACTB. B TexHuuyeckoMm (ammapaTHOM) JKypHajle OTpakaroT TakKke
JaHHble 00 JKCIUTyaTallud KPUIITOCPEACTB M JAPYrHe€ CBEICHMS, MPEAyCMOTpPEHHBIE
JKCIUTyaTallMOHHOM M TEXHUYECKOM JOKyMeHTauued. B HHBIX cCilydasgX TEXHUYECKHUU
(anmapaTHBIN) KypHaJI HA KPUIITOCPEJCTBA HE 3aBOJUTCS (€C/IM HET MPSMBIX YKa3aHUU O €ro
BEJICHUU B SKCILIyaTallHOHHON MJIM TEXHUUYECKOHN TOKYMEHTALUU K KPUIITOCPEICTBAM).

4.9  llepenaua KpUITOCPEICTB, IKCIUTYaTAlIMOHHON M TEXHUYECKOW TOKYMEHTAlUU K
HUM, KJIIOUYEBBIX JOKYMEHTOB JOIYCKAETCSl TOJBKO MEXKAY IMOJIb30BATENsIMU KPUITOCPEICTB U
(WIKM) OTBETCTBEHHBIM I10JIb30BATEIEM KPUIITOCPEACTB O] PACHHUCKYy B COOTBETCTBYIOLIHX
KypHaJIax MOAK3EMIUIIpHOro ydera. Takas mepemaya MeEXIy MOJb30BaTEISIMH KPUITOCPEICTB
JOJIKHA OBITh CAaHKIIMOHUPOBAaHA OTBETCTBEHHBIM I10JIb30BaTENIEM KPUIITOCPEICTB.

4.10 TIlonp30Barenu KpPUITOCPEACTB XpaHAT MHCTAUIMPYIOLUIUME KPUOTOCPEACTBA
HOCHTEIH, IKCIUTYaTallUOHHYIO U TEXHUYECKYIO JOKYMEHTAIMIO K KPUIITOCPEJICTBAM, KIIFOUEBBIE
JOKYMEHTHI B miKadax (SIIMKaX, XpaHWINIIAX) WHAUBUAYAJIBHOIO IOJIb30BAaHUS B YCIOBHSX,
HCKJTIOYAIOIIMX OECKOHTPOJIbHBIN JOCTYI K HUM, a TAaKXKe UX HENPEeTHAMEPEHHOE YHUUTOKEHHUE.

4.11 Tlomp3oBaTenu KPUOTOCPEACTB MPEAYCMATPUBAIOT TAKXKE Pa3esibHOE 0€30MMacHOe
XpaHEHUE JEeHCTBYIOIIMX M PE3EpPBHBIX KIIOYEBbIX JOKYMEHTOB, MpEJHA3HAYECHHBIX IS
MIPUMEHEHUS] B ClIydae KOMIIPOMETALMU JEHUCTBYIOLIUX KIIFOUEBBIX JOKYMEHTOB.

4.12 AnmnapatHble CPEACTBa, c KOTOPBIMU OCYILECTBIIACTCS LITaTHOE
(YHKIIMOHMPOBAHUE KPUIITOCPEACTB, a TaKXKe allapaTHble M allapaTHO-IpOorpaMMHbIE
KPUIITOCPEACTBA JOJDKHBI ObITh 00OPYIOBaHbI CpPEACTBAMU KOHTPOJISL 33 HMX BCKpPBITHEM
(omeyaranbl, OIUIOMOMpOBaHbI). MecTo omnedaThiBaHUS (OIUIOMOMPOBAHUS) KPUIITOCPEACTB,
anmapaTHbIX CpPEACTB JOJDKHO OBITh TakuM, 4YTOObI €ro MOKHO ObLJIO BHU3YaJIbHO
KOHTpoJupoBaTh. [lpy HalIWyMM TEXHUYECKON BO3MOXKHOCTM Ha BpeMs OTCYTCTBUS
10JIb30BaTeNeil KPUITOCPEJCTB YKa3aHHbIE CPEICTBA HEOOX0IMMO OTKIIIOYAaTh OT JIMHUU CBS3U U
yOuparh B OleyaTblBa€MbI€ XpaHUIIHUILA.

4.13 Kpunrocpencrsa U KIOYEBbIE JOKYMEHTbI MOT'YT JOCTaBIATHCS (PeNbIbEerepcKoit
(B TOM u4ucie BEAOMCTBEHHOM) CBSI3bI0 WJIM CO CHEIHMAJIBHO BbLACICHHBIMU OIEPATOPOM
OTBETCTBEHHBIMHU I0JIb30BATEJIIMU KPUIITOCPEACTB U COTPYIHHUKAMU IPHU COONIIOIEHUU MeED,
UCKJIIOYAIOIIMX OECKOHTPOJIbHBIA JOCTYN K KPUITOCPEJCTBAM U KIIIOUEBBIM JOKYMEHTaM BO
BpeMsi JJOCTaBKH.

4.14 DOkcrnyaTalMOHHYIO M TEXHUYECKYI0 JIOKYMEHTALMIO K KPUIITOCPEACTBaM
JIOTIYCKaeTCsl epechliaTh 3aKa3HbIMU MM LIEHHBIMU ITOYTOBBIMU OTIPABICHUSMHU.

4.15 VYHMUUYTOXEHHE KPUNTOKIIOUEH (MCXOIHOM KiIoueBOM HUHGPOpMALMU) MOXKET
MIPOU3BOJIUTECSA IyTeM (PHU3MUECKOr0 YHMUYTOXKEHHUS KIIOYEBOTO HOCUTENS, Ha KOTOPOM OHHU
PacroJIOKEHbl, WM IyTEeM CTUpaHus (pa3pylIeHUs) KPUNTOKIIOUEH (MCXOAHOW KIIFOUeBOM
uHpopmanuu) 6e3 MOBPEXKICHUS KIIOYEBOr0 HOCUTENs (JUIsl oOecreueHus: BO3MOXKHOCTU €ro
MHOTOKPATHOT'O UCIOJIb30BaHU).



4.16 Kpunroxitouu (MCXOJHYIO KIIOYEBYIO MH(OPMAIIMIO) CTUPAIOT MO TEXHOJOTHH,
HNPUHATOW JUISI COOTBETCTBYIOLIUX KIIFOUEBBIX HOCHUTENEH MHOTOKPATHOIO HCIIOJIb30BAHUS
(mucker, xommnakrT-auckoB (CD-ROM), Data Key, Smart Card, Touch Memory u Tt.1.).
Henocpencreennsle  OeMCTBUST 1O  CTUPAHMIO  KPUNTOKIIOYEH  (MCXOIHOM  KiIHOUYEeBOM
uHpopmaluu), a TakXKe BO3MOXHBbIE OrpaHMYEHUS Ha JaJbHEWlIee MpPUMEHEHHE
COOTBETCTBYIOIIIMX KJIIOYEBBIX HOCHUTEIEH MHOIOKPATHOTO HCIIOJIB30BAHUS PETIAMEHTUPYIOTCS
AKCIUTYaTallMOHHON M TEXHUYECKON JOKyMEHTAllMel K COOTBETCTBYIOLIMM KPHUIITOCPEICTBAM, a
TAaKKE YyKa3aHUSIMU OpraHu3alllM, MPOU3BOJMBIIEH 3amKuCh KPUNTOKIIOUEH (MCXOIHOM
KIIFOYEBOI MHPOpMAIIIH).

4.17 KnroueBble HOCHTENM YHHUYTOXKAIOT IIyTEM HAHECEHUS UM HEyCTPaHUMOIO
(GU3MYECKOTO MOBPEXKICHMS, MCKIIIOYAIOUIET0 BO3MOXXKHOCTh HMX HCIIOJIB30BAHMS, a TaKKe
BOCCTaHOBJIEHUS KiIIoueBOM uH(opmanmu. HemocpencTBeHHbIE AEUCTBUSI MO YHUYTOXKEHUIO
KOHKPETHOTO THUIA KIIOYEBOIO HOCHUTENS PETJAMEHTHPYIOTCS  OKCIUIYyaTalMOHHOM |
TEXHUYECKON NOKYMEHTalueld K COOTBETCTBYIOIIMM KPUITOCPEICTBAM, a TAKXKE YKa3aHHUSIMU
OpraHu3aluu, MPOU3BOAMBIIEH 3aIUCh KPUNITOKIIIOUEH (MCXOJHON KITIOYeBOM HH(OpPMALIUN).

4.18 bymaxHble M TOpoOYME CrOpaeMble  KIIIOYEBbIE HOCHUTENIH, a TaKKe
AKCIUTyaTal[MOHHAsI U TEXHUYECKas JOKYMEHTalus K KPUITOCPEICTBAM YHUYTOXKAETCS IyTEM
COKMTaHUs WIH C IOMOIIIBIO JIFOOBIX OymMarope3aTesibHbIX MaIIHH.

4.19 Ilpuronnele ans JajJbHEWIIET0 MCIOJb30BAHUS Y3Jbl M JIETAIM allapaTHBIX
CpeICTB OOLIEro Ha3HA4YeHUs, HE MpeJAHa3HAuYEHHBIEC CIIELUAIbHO Ul allapaTHON pealn3aluu
KpUNTOrpaguueckux ajJrOpuTMOB WM HHBIX (YHKIMH KpPUIITOCPEACTB, a TaKXKE€ COBMECTHO
paboTaroliee € KpUNTOCPEACTBAMH 00OpyJnOBaHHE (MOHHUTOPBI, IPHUHTEPHI, CKaHEPBI,
KJlaBUaTypa M T.[.), pa3peliaeTcs HCIO0JIb30BaTh II0CJIE€ YHUYTOKEHHUS KPUIITOCPEACTB 0e3
orpannyeHuid. Ilpu srom wmHbOpMaIUs, KOTOpas MOXET OCTABaThCA B YCTPOWCTBAX MaMATH
o6opynoBaHus (HarpuMmep, B IPUHTEPAX, CKaHepax), JOJDKHA OBITh HAJIEKHO yAalleHa (CTepTa).

4.20 KnroueBble JOKYMEHTHI JIOJKHBI OBITh YHUYTOKEHbI B CpPOKH, YyKa3aHHbIE B
AKCIUTYaTAallMOHHOM M TEXHUYECKON JOKYMEHTALlMU K COOTBETCTBYIOLIUM KpPUIITOCPEACTBAM.
Ecnan cpok yHMUYTOXKEHUS JKCIUIyaTalMOHHOM M TEXHMYECKON JOKYMEHTALIMEH HE YCTaHOBJIEH,
TO KJIFOUEBbIE JIOKYMEHTHI JIOJKHBI ObITh YHUUYTOXKEHBI He no3aHee 10 cyTok mocie BbIBOAA UX
U3 jaedcTBUs (OKOHUaHUS cpoka jeWctBus). DPakT yHUUYTOXKEHUA odopmiseTcs B
COOTBETCTBYIOIIIMX JKypHajax IOAK3EMIUIIPHOTO ydera. B 3TM Ke CpOKM C OTMETKOW B
TEXHUYECKOM (amnmnapaTHOM) )KypHaJe MOJUIeKaT YHUYTOKEHUIO Pa30Bble KIIOYEBbIE HOCUTEIH U
paHee BBEACHHAs U XPAHALIASACA B KPUIITOCPEACTBAX WJIM MHBIX JOTIOJHUTENIBHBIX YCTPOHCTBAX
KJIIfoYeBass HMHQpOpMaluUs, COOTBETCTBYIOIIAs BBIBEACHHBIM M3 JEHCTBUS KPUIITOKIIOYAM;
XpaHsIecss B KpUOTOrpauuecky 3allMIIEHHOM BUJE AAaHHbIE cienyeT nepemudpoBath Ha
HOBBIX KPUNTOKJIIOYAX.

4.21 Pa3oBble KIIOUYEBbIE HOCHUTEIM, a TaKK€ OJIEKTPOHHbIE 3allUCU KIIOYEBOI
uH(pOpMalLUK, COOTBETCTBYIOIIEH BBIBEJACHHBIM U3 JICHCTBUS KPUIITOKIIOYAM, HETIOCPEICTBEHHO
B KPUITOCPEJCTBAX WA HUHBIX JAOMOJHUTEIBHBIX YCTPOUCTBAX YHUUYTOKAIOTCS MOJIB30BaTENISIMU
3TUX KPUITOCPEACTB CAMOCTOSATENBHO O] PACIIUCKY B TEXHUUYECKOM (allllapaTHOM) KypHale.

4.22 KuiroueBble TOKYMEHTHl YHMUYTOXKAIOTCS JIMOO MOJIB30BATENIIMU KPUIITOCPECTB,
MO0 OTBETCTBEHHBIM I10JI30BATEIEM KPHUITOCPEACTB IMOJ PACHUCKY B COOTBETCTBYIOLIUX
KypHaJIax MO3K3EMIUISIPHOTO y4yeTa, a YHUUYTOKEHUE OOJIbIIOro 00beMa KIIIOUEBbIX JOKYMEHTOB
MOXeT ObIThb odopmiieHO akToM. [Ipm 3TOM MONB30BATENSAM KPUITOCPEACTB pa3pelIaeTcs
YHUUTOXaTh TOJbKO HCIOJb30BaHHBIE HEMOCPEACTBEHHO MMM (TpeAHAa3HAUYEHHbIE AJIS HUX)
kpuntokiouu. [locie yHMUTOXXEHHS IOJIb30BATEIN KPUITOCPEACTB JOJDKHBI YBEIOMUTH 00



3ToM (TeneOHOTpaMMOM, YCTHBIM COOOIIEHHEeM MO TeNeQoHy W T.I.) OTBETCTBEHHOTO
MIOJIb30BATENS KPUNTOCPEACTB JUISl CIMCAHUS YHUYTOXKEHHBIX JOKYMEHTOB C HX JIMLEBBIX
CYETOB.

4.23  VHMYTOXKEHHUE IO aKTy MPOU3BOJUT KOMUCCHS B COCTaBE HE MEHEE JBYX YEJIOBEK
W3 4YHUCIIa JIAL, JONYHNIEHHBIX K IIOJB30BAHMIO KPUIITOCPEACTB. B akre yka3bIBaercs, 4TO
YHUUTOXKAeTCsd U B KaKOM KoJIMYecTBe. B KOHIle akTa nenaercs urorosas 3amnuch (Ludpamu u
IPOIKCHI0) O KOJMYECTBE HAUMEHOBAHMM M OSK3EMIUIPOB YHUYTOXKAEMBIX KIIFOUEBBIX
JOKYMEHTOB, HMHCTAUIMPYIOIIUX  KPUOTOCPEICTBA  HOCUTENEH, OKCIUIyaTalMOHHOM W
TEXHUYECKON JOoKyMeHTauuu. McnpaBieHuss B TEKCT€ akTa JOJKHBI OBITb OrOBOPEHBI U
3aBepeHbl MOAMMUCSIMH BCEX YJICHOB KOMMCCHUH, MPUHHUMABIIUX y4acTHE B YHUUTOXeHUU. O
IIPOBEJCHHOM  YHUYTOXCHUHM  JEJAIOTCSI OTMETKM B COOTBETCTBYIOLIMX  >KypHaJIaX
ITOAK3EMIUISIPHOTO y4eTa.

4.24 Kpuntokiitouu, B OTHOLIEHUU KOTOPBIX BO3SHUKIIO MOJ03PEHUE B KOMIIPOMETAIUH,
a TakXke JEHCTBYIOUIME COBMECTHO C HUMHM JPYrue KPUITOKIIOUM HEOOXOIMMO HEMEIJIEHHO
BBIBECTH M3 JICUCTBUA, €CJIM MHON MOPSJOK HE OTOBOPEH B AKCILUTYaTALIMOHHOW M TEXHUYECKOU
JNOKYMEHTAallMM K KPHUIOTOCPEACTBaM. B 4pe3BbIYallHBIX CiIy4asx, KOTJa OTCYTCTBYIOT
KPUINITOKJIFOYM  JUII  3aMEHbBl  CKOMIPOMETHPOBAHHBIX,  JIOIIYCKAeTCsA, IO  PEIIECHUI0
OTBETCTBEHHOTI'O MOJIb30BATEIIsI KPUITOCPEACTB, COTJIACOBAHHOIO C OIIEPAaTOPOM, UCIIOIb30BAHHE
CKOMIIDOMETUPOBAHHBIX  KpUITOKIOYEeH. B 3roM  cioydae mepuox  MCHOIB30BAaHUS
CKOMIIPOMETHUPOBAHHBIX KPUNITOKIIOUEH JIOJIKEH ObITh MAaKCHUMAJIbHO KOPOTKUM, a 3alluiliaeMas
nH(popmMalus KaKk MOKHO MEHEE LIEHHOM.

4.25 O HapylleHHUAX, KOTOPbIE MOT'YT IPUBECTH K KOMIIPOMETAMN KPUITOKIIIOUEH, UX
COCTaBHBIX YacCTeH WM IepelaBaBIIMXCs (XPaHALIUXCA) C UX UCIOJIb30BAaHUEM NEPCOHATIBHBIX
JAHHBIX, I0Jb30BATENIM KPUITOCPEACTB OO0S3aHbI COOOLIATh OTBETCTBEHHOMY I10JIb30BATEIIIO
KPHUIITOCPEACTB U (HJIN) OTIEPATOPY.

4.26 OcMOTp KJIHOYEBBIX HOCHUTEIEH MHOTOKPAaTHOIO HCIIOJIb30BaHHS MOCTOPOHHUMHU
JULAMH HE CIeAyeT pacCMaTpuBaTh KakK MOJO3PEHUE B KOMIIPOMETALMU KPUNTOKIIIOYEH, €CIU
IIPU 3TOM HMCKJII0YAIach BO3MOXHOCTh UX KOMUPOBAaHUA (UTEHUS, PA3SMHOXKEHUS).

4.27 B caydasx HeAOCHaud, HENPEIbSBICHUS KIIOUEBBIX JOKYMEHTOB, a TaKXKe
HEOIIPEAEIIEHHOCTH UX MECTOHAXO0KICHHSI IPUHUMAKOTCSI CPOYHBIE MEPBI K UX PO3BICKY.

4.28 MeponpusiTuss 1O PO3BICKY W JIOKAJIU3AIUHU TOCICACTBUN KOMIIPOMETAIIMU
KJIFOYEBBIX JOKYMEHTOB OPraHU3YeT U OCYILECTBIISIET OIEPATOP.



